CyberSentinel.

e-Safety for the home

Thank you for choosing CyberSentinel...

We hope you can take just a few moments to look at this quick start guide to familiarise
yourself with what CyberSentinel can do.

The following pages will show you all you need to know to get started i including some
useful hints and tips to help you customi se
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CyberSentinel has two components:
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E A web based management console @Q’ A small piece of software (the
= where you configure your settings home client) that you need to
n and view what your child has install on each PC you want
83 been doing. to protect.
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Step 1- Register an Online Account
Go tohttp://www.cybersentinel.co.ué&nd register for a free trial or buy the software.

Step 2- Download and Install

After regi str atdowoloada nydo uidn slt ablel aCylbee rtSee nt i
computer you want to protect. Youdl | nee
machine and log on as normal after installation.

If the machine is configured with different user accounts, log on as each user at least once.
you | og on youdll see a sample Acceptabl e

machine. This can be customised for your family later.

Once Cyber Sentinel is install edsalbconfigauratbrds y
performed from the web based management console. WW



http://www.cybersentinel.co.uk/shop
http://www.cybersentinel.co.uk/download/download.aspx

)
=
5
©
)
(0p)
]
+
®
| -
@)
—y—
=
)
T
l_

Step 3- Try it out

CyberSentinel comes pmnfigured with a basic-8afety policy that stops pornographic web site
and monitors for pornographic word usage and words and phrases typically used by stranger
grooming children.

Once CyberSentinel is installed, anyone using that computer will initially have these restric
placed on their computer usage.

Things to do:

& Have a read of the sampleceptable Use Polighat appears on login. This may be a goo
place to start when talking to your children about internet dangers and online safety.

& CheckWeb Safetys functioning by trying to browse to a few pornographic web sites
(try www.hustler.conor www.page3.confor starters!)

§ CyberSentinel e-Safety *

A monitored word or phrase has been detected.

& TestWord and Phrase Monitoririg working by opening an
email and typing a few rude words. |f
should notice a small popup message informing you that a monitored word has been di

@ Type the following phrases: fAthis is o

Now that youdve tried out the basics, yol
view the screen captures, web logs and configure a few more user settings... W


http://www.hustler.com
http://www.page3.com

Step 4- Log on to the Web Based Console to Configure and View Res!

The console is a secure web
application where all administration
and reporting takes place.

Once the home client has been
installed on machines you want
CyberSentinel to protect, all
management is performed from
this web console...

From any web browser, go
to the CyberSentinel console
web address:

http://console.cybersentinel.co.uk

Log in using the Account Id
and password you used
when setting up the account.
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e P Your Account Id is your usual email
Rights Reserved. e — address...
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Step 5 View the Summary Page to See What's Been Going On

lltil‘!l‘to'uk/(‘ybe\ U

YberSentinel |,
el [ Forensic Bowgt B o =
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0 CuberSenting
~ 2
fectld Home\s:":‘” [ Messages =
"; SUMMANY uste senge

Most Visited Sites

| es
Recent Messag

/

You have 7Captures stored

pwres n 379 days

o Your kense e

]

Ripts Reserved
sic Software L3
Copynt ©2%°

0rts | S Acceptable Use Poley

2 Recent Captures of Family

[ check funchesk s

This is the console home page and
shows a snapshot of all user activity.

CyberSentinel automatically
== shows information for anyone

that uses your CyberSentinel
protected machines.

Instant summary of the most
visited web sites.

-2

B Quick view of the most recent
screen captures. This instantly
highlights any inappropriate
behaviour or activity that may
be cause for concern.

™~ Select a username to get more
information about a child's
online activity...

L

...then click "Update Settings"
and configure e-Safety settings
appropriate to their age and
responsibility.
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Step 6- Select a User and Configure the Basic Settings

/DHD/USE!XODENI\OTS hy
Dows s, =
PeiWot 3 usa 3y,
ageri

Reports | S0 Acceptabie e pory

&tim | copy i settings rom acmn

Bl |

& User Settings

On the Computer, CyberSentinel is
Completely off

2 websarery © Active butinvistle
s © Active and shows the todl tray ican =

Py i

- [

Intemet chatis
® Ok - monitored
© ok - umonitored

Not alowed

Check for monitored words

) Store and forwerd

Textonly
Text and image

Website Logging is *

m«*oﬂﬁd“""‘"w

oo “m—a

This screen sets CyberSentinel's
basic operating features for each user.

Neormally the only change you'd make
here is to disable CyberSentinel's
monitoring for your user if using a
shared family PC...

CyberSentinel status - this
allows you to turn on or off all

monitoring for this user.

Internet chat - this allows you to
control and monitor internet chat
for this user.

How often the screen is
scanned for "danger words and
phrases".

@ Offline settings - stores and

remembers captures and web
logs until an internet connection
is available again.

Web logging - allows you to
turn on and off web site
legging for this user.
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Step 7- SetupWord and Phrase Monitoring

° CyberSentine|

N
LR o [ 1 s |
Select User |tm —

gemes Repors | <y

L |

&tim | opy all settings from st
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Word Library
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ﬁ Word Library

[} web sefety CyberSentinel Word Libraries
|

Word Category

(S Tume Mansgement P

Drugs

Swongers

Setrham

profanty

Agenyms

Hate / Viclence:

Rights Reserved:
orensic Sofnuare Ltd: A1
Ccopyrioht © 2009

My Monitored Word Library

Lot 56 1y HontoredWords | 2y Alowed Worts

07810 565
wstena Lone:
Rozdean Colege
s

This screen allows you to configure
CyberSentinel's word and phrase
monitoring.

CyberSentinel will automatically record
a screen capture if any of these
"danger words" are ever used.

By logging into the web console you
can see the context they were used
and decide if you need to take action or
talk to your children.

Word Libraries - select the
libraries and types of words you
want to monitor.

\

These carefully researched and prepared
word lists are designed to inform you of a
potential cause for concern before it
becomes a problem

& My Monitored Words - add your
own words to look out for.

Add your child's school name.

Add your child's phone number.

Add your street name.

Add the last 4 digits of each of your

\ My Allowed Words - if you
don't agree with any of our
library words that are captured,
exclude them by adding them

to this list
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Step 8 SetupWeb Safety
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